Today's Ransomware

Jul. 13, 2016
1. I've received two ransomware today.
- pdf_profile-jsshim_767977.zip =>profile-c37.js
- xls_convert-jsshim_121254.zip =>-SWIFT-4bdf-.js
i Abgk  Jarett Cole [Cole. TT4@ceccolini.com.brl HU WRE 2016-07-13 (=) 27 415
gh plgk  jsshim@tuecut,co kr
&E:
H: Profile
SBAIR| ([ pdf_profile-jsshim 767977.zip 9 KB) |
Dear jsshim, =

Please find attached the profile of Mr.Robbins for a suitable role in your Organisation

King regards,
Jarrett Cole
Regional Executive Vice President

HH ALZ2E Yal Gates [Gates. 21@superanline, netl HH Y3 2016-07-12 (FH 2= 10:44
Hb A2k jsshim@truecut, co kr

Sy

H = Fuw:

=1 PNEN ﬁj xls_convert-jsshim_121254.zip (9 KB)]

rl

hi jsshim,

Here's that excel file (latest invoices) that wvou wanted.

Best regards,
Val Gates
Vice President US Risk Management

2. Victim under attack

¢ vypted with RSA-2048 and AES-128 ciphers.
v ormation about the RSA and AES can be found here:
. ht /ena org/wiki/RSA_(cryptosystem)
F_ﬁ_%‘]}t”m.‘lz’em = rg/wiki/Advanced_Encryption_Standard
is only possible with the private key and decrypt program, which is on our secret server.
ey follow one of the links:
dlju.tor2web.org/0EOE220E3BA07937
rdlju.onion.to/OEOE220E3BA07937

.are not available, follow these steps:
tall Tor Browser: https ww.torproject.org/download/download-easy.html
1l installation, run the bro r and wait for initialization.
ddr bar: mphtadhci5mrdlju.onion/0OEOE220E3BA07937
structions on the site.
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11! Your personal identification ID: 0EOE220E3BA07937 !!!
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3. Blocking by RansomFree®
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iafxsrve. exe 3368
LANUtLexe 3276
RansomFree,exe 3108
taskeng.exe 4000
taskhost.exe 3064
taskmar,exe 5880
VAIOUpdt.exe 4068
VESMarSub.exe 368
winlogon, exe 564
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csIss.exe 468 SYSTEM 00 6,928 KB Client Server Run
dwm,exe 3048 ceo 00 1,780KB Ol£328 & 22|
explorer exe 3116 ceo 00 23,008 KB Windows 44|
hkemd. exe 3232 ceo 00 2,428 KB hkemd Module
igfxpers exe 3240 ceo 00 2,448 KB persistence Modt|
igfxsrve,exe 3368  ceo 00 2,980 KB igfxsrvc Module
LANUtl.exe 3276 ceo 00 3,616 KB VAIO Smart Netw
RansomFree exe 3108 ceo 00 7,100 KB  RansomFree
taskeng.exe 4000  ceo 00 2,132KB Q) AHEH A
taskhost.exe 3064  ceo 00 2,816 KB Windows ZI& &
taskmar.exe 5880 ceo 01 3,232 KB Windows & 2+
VAIOUndt.exe 4068  ceo 00 416 KB VAIO Update
VESMarSub.exe 368 SYSTEM 00 5,976 KB VAIO Event Servi(
winlogon exe 564 SYSTEM 00 1,828 KB Windows 212
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= RansomFree® is blocking in real-time until the unknown

ransomware that antivirus cannot detect.



